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Apache Hardening
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Apache Hardening

HTTP Trace

e http://www.ducea.com/2007/10/22/apache-tips-disable-the-http-trace-method/
e https://security.stackexchange.com/questions/56955/is-the-http-trace-method-a-security-vulnerability

Turn off Tokens/Signature/HTTP Trace

vim /etc/apache2/apache2.conf

ServerTokens Prod
ServerSignature Off
TraceEnable off
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